
PC-MEOMEO       
  : Security.evtx  /  System.evtx  /  Application.evtx  /  PowerShell.evtx  /  Prefetch(.pf)  /  Registry(SAM·SOFTWARE·SYSTEM)

Security.evtx System.evtx Application.evtx PowerShell.evtx Prefetch(.pf) Registry SAM
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2026-04-1508:02
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RDP  (2026-04-18 )
04-1801:06~

04-1802:01
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04-1802:13~28

        
04-1803:04
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04-1809:33

04-1809:47
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0.   2026-04-18 02:11  /  IP: 14.230.201.161 ( )
1.  2025-10-23  /  Windows 11 25H2 Pro
2. : user (OPENSTACK)  /  : linhhxinhhhyeuuu
3.  vpnbook.com  /  tlauncher.org  /  wireshark.org  /  realvnc.com
4.  MASSSCAN  /  RDPCONF  /  RDPCHECK  /  FISHINGBOTPT  /  VPSTTT  /  CRTIX  /  UTILMAN

  4720 SAM     /      
  4738 2026-04-18 20:13 
  UTILMAN   +  SCHTASKS  +   5   +  RDP Wrapper

Windows 11 25H2 Pro  : OPENSTACK  /   : user

    (MITM  )certutil + test.certs.us.kg   HTTPS   

Xshell   SSH  (C2)  

RDP Wrapper  +       RDP   /   

  4  Radmin VPN  /  Radmin Server V3  /  DWAgent  /  Chrome  

Windows Defender SECURITY_PRODUCT_STATE_SNOOZED  RDP   6    

RevoltG  Defender   3  Add-MpPreference -ExclusionPath / -ExclusionProcess RevoltG.exe

MSTSC + MASSSCAN        PC   +    

javaw.exe   (RDP  )TLauncher / FISHINGBOTPT_VIP      1   

linhhxinhhhyeuuu     C:\WINDOWS\SysWOW64\shutdown.exe   10    

  RDP  IP: 14.230.201.161 ( )    : linhhxinhhhyeuuu  /  LogonType 10     

RDP    (LogonType 7)02:13 / 02:26 / 02:28       

vpnbook VPN    Dial-in User: vpnbook    IP     

RDPCONF.exe  RDP    RDP    ( /   )

DWAgent + Radmin Server    RDP     

VPSTTT.COM.EXE + CRTIX.EXE    VPS /    

Wireshark + npcap watchdog     +           

FISHINGBOTPT_VIP.EXE    /    javaw  

MMC.exe              (4732   )

  (LogonType 7)14.230.201.161     

   CPU / GPU / RAM / Disk / BIOS / OS       /    

4738   linhhxinhhhyeuuu    (     )

TLauncher  (  Minecraft )tlauncher.org       

   + REGEDIT 127.0.0.1 LogonType 2    

   RDP 14.230.201.161    LogonType 7  Security     

RealVNC Viewer 7.15.1 3      Radmin / Chrome      

RDPCHECK.exe  RDP     RDP  

SCHTASKS + SC.EXE    +          

 UTILMAN.EXE        SYSTEM  CMD   /    

System.evtx  6005 Reg(SOFTWARE) SAM

PowerShell.evtx Reg(SOFTWARE)  TypedURLs

XSHELL.EXE.pf
 

PowerShell.evtx  Set-ScheduledTask RDPCONF.EXE.pf

System.evtx  7045 PF App.evtx  MsiInstaller
 

App.evtx  SecurityCenter ID 15

PowerShell.evtx  Add-MpPreference REVOLTG.INSTALLER.EXE.pf

MSTSC.EXE.pf MASSSCAN_GUI.EXE.pf

App.evtx  Application Error ID 1000 TLAUNCHER.EXE.pf / FISHINGBOTPT.pf

System.evtx  EventID 1074
 

Security.evtx  EventID 4624 LogonType 10

Security.evtx  EventID 4624 LogonType 7

 

App.evtx  RasClient 20221~20225

RDPCONF.EXE-5722DB7A.pf

DWAGENT.EXE.pf RSERVER3.EXE.pf

VPSTTT.COM.EXE.pf CRTIX.EXE.pf

WIRESHARK.EXE.pf PowerShell.evtx  Register-ScheduledTask

FISHINGBOTPT_VIP.EXE.pf

MMC.EXE.pf

Security.evtx  EventID 4624 LogonType 7

PowerShell.evtx  Get-CimInstance 

Security.evtx  EventID 4738

TLAUNCHER.EXE.pf Reg(SOFTWARE)  TypedURLs

Security.evtx  4624 LogonType 2 REGEDIT.EXE.pf

Security.evtx  EventID 4624 LogonType 7

App.evtx  MsiInstaller 11707 Reg(SOFTWARE)  TypedURLs

RDPCHECK.EXE.pf

SCHTASKS.EXE.pf SC.EXE.pf
 

UTILMAN.EXE-47FA7BEF.pf

Security.evtx  4624 LogonType 10
System.evtx Reg(SOFTWARE) SAM

SAM System.evtx  1074
Reg(SOFTWARE)  TypedURLs App.evtx  RasClient

Prefetch(.pf) 320  
SAM

Security.evtx  4738
PF PowerShell.evtx App.evtx



PC-MEOMEO        
: linhhxinhhhyeuuu  /   IP: 14.230.201.161 ( )  /  : vpnbook.com VPN

 
linhhxinhhhyeuuu  ( : "   Linh" )

 IP 14.230.201.161  (   )
 vpnbook.com   VPN    IP 
  /    (  APT )
  ( ,    )

    3   

 1  |       (   )
FISHINGBOTPT_VIP.EXE Minecraft        
AUTOCLICKER.EXE / AUTO.CLICK /       
AUTOHOTKEYU64.EXE    
TLAUNCHER.EXE  Minecraft  (   )
REVOLTG.EXE  /  (Defender  3    )
javaw.exe  21  Java      

 PC  /      ,   .          .

 2  |     (   )
MASSSCAN_GUI.EXE       RDP   
MSTSC.EXE  PC   PC  RDP  
RDPCHECK.EXE    RDP  
XSHELL.EXE SSH   C2  
vpnbook VPN   IP    

 PC  "  "     IP     .  IP    PC  IP     .

 3  |      
Radmin VPN / Server    1
DWAgent    2
Chrome     3
RealVNC Viewer    4
RDP Wrapper    5 (   )
UTILMAN.EXE   SYSTEM     
npcap watchdog      
SCHTASKS      

5     +      =    .       .

      
    

       ( )
     (vssadmin)  ( )
      ( )
   (.txt)   ( )

     
    /    ( )
  mimikatz    ( )
  /DB     ( )
  /FTP   ( )

 
 PC          ·        

       PC    ·  (  IP )
5              
Wireshark + npcap        ·    

      /   APT      


